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Electronic Media and Social Networking Policy Considerations 
A White Paper from the WorkSmart Systems Policy Development Team 

 
E-mail and the internet are critical for employees to do their work, but they can also be distractions and create potential 
legal risks. Consequently, companies need to craft a policy that allows employees to take maximum advantage of the 
electronic communication devices you provide them while controlling non-business or other potentially unlawful use. 
Some considerations are: 
  
• How to strike a balance between your need to monitor productivity and your employees' desire  for privacy; 
 
• What constitutes legitimate work-related and non-work-related uses of the internet and your e-mail systems; 
 
• How much non-work-related use of the internet and personal e-mail is acceptable; 
 
• What kinds of safeguards—virus scans, password protection—you need to put in place to protect confidential or 
proprietary materials; 
 
• What kinds of websites, chat rooms, discussion groups, bulletin boards, and blogs your employees can access and 
what effect their actions can have on your business and reputation; 
 
• Whether your employees are accessing inappropriate or illegal material on the internet; 
 
• How to disseminate your electronic communications policy to employees and train them about its provisions; 
 
• Who is responsible for enforcing the policy and what the consequences are for violating it; and 
 
• What state and federal laws affect your ability legally to monitor your employees' electronic communications. 
 
Monitoring Employee Electronic Communications 
 
In general, employees have no right to expect privacy on their workplace electronic equipment and the employer has the 
right to monitor their communications. 
 
There are several reasons why you should monitor employee e-mail and internet usage. Time spent frivolously using 
computer systems is time taken away from productive activities. Other potentially more important reasons to monitor are:  
 
• To ensure that private company information stored in your computer systems remains secure; 
 
• To prevent viruses and spyware from infecting and disabling your computer systems; and 
 
• To avoid possible liability for employees' online activities. 
 
For example: An employee downloads an obscene cartoon from the internet and circulates it via e-mail to co-workers. A 
co-worker is offended, and sues the company for harassment, citing a hostile workplace environment. The company 
could be liable for not intercepting and preventing the distribution of the e-mail because it provided the employee with the 
means to access and distribute the obscene cartoon. 
 
Monitoring can also turn up hits on illegal sites, such as child pornography, and thereby reduce the employer's exposure 
to criminal liability. 
 
Twitter, Facebook, YouTube 
 
The growing popularity of Twitter and other social networking sites can distract workers and cause a company public 
embarrassment, expose it to liability, and put proprietary information at risk. 
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Companies need to get in front of tools like Twitter and social networking in general and explain to employees what's 
expected of them and where the lines are. Employees should be told what is appropriate and not appropriate when it 
comes to personal and business time.  
 
Nearly half of employers have not yet developed policies that address social media, according to recent surveys. One 
survey of 1,477 responding employers revealed that 45 percent do not have a social media policy, 28 percent are 
working on developing one, and 27 percent have a policy in place. 
 
An example of what can go wrong cropped up in January 2009 when a public relations executive whose clients include 
Federal Express had to apologize after he posted a tweet disparaging the city of Memphis, Tenn., where FedEx is based. 
A FedEx employee reported the tweet to company officials. 
 
It is generally acceptable to permit employees to engage in some amount of controlled, nonbusiness use of the internet 
and e-mail.  Today, it is virtually impossible and certainly impractical to forbid any use of the internet. 
 
Protecting Company Reputation Away from the Workplace 
 
Social Media policies generally should advise employees not to share confidential or proprietary information about their 
employer or to talk negatively online about co-workers, the company, competitors, or suppliers, whether they are on their 
work computer or their personal one. 
In addition, policies should include the following:  
 
• Any tweet, blog post, or Facebook update mentioning the employer needs company approval. Unless the material is 
business-related, non-work related messages should not contain  
company logos, trademarks, or other images representing the organization without its approval. 
 
• Employers should stipulate that employees include disclaimers with their online postings, either in the biography or in 
their personal description, making it clear that these are their own opinions and they are not speaking for the company, if 
they mention the company. 
 
• Tell employees that non-business use of the internet at work is not private and is subject to company policies. 
 
• Use slightly less formal language when crafting a policy that addresses social networking use outside of work. 
 
• Outright bans on personal use of company computers (or use of personal equipment such as smart phones or tablets) 
at work are unrealistic, especially for younger employees. 
 
Employment References on Social Networking Sites 
 
Employers can be sued by former employees for defamation if false or negative information is released to another 
person or to a prospective employer. There are various ways in which employers can protect themselves from such 
lawsuits: 
 
Standardized responses. HR should answer inquiries regarding performance, rehire eligibility, and reason for 
termination with a standard statement. The statement should inform the requesting party that it's against company policy 
to release any other information regarding the employee. HR should warn managers and current employees against 
answering any questions they're asked about terminated employees. 
 
Limited release. To further protect your company, you can limit the information you release regarding former employees 
to dates of tenure. Such a policy can run afoul of state laws requiring employers to provide service letters, however. 
Check your state requirements. 
 
Negotiated statements. You can negotiate acceptable reference statements with employees as part of the exit-interview 
process. 
 
Waivers. Separately or as a complement to a negotiated statement, you can require departing employees to complete 
waivers exonerating your company from legal action if you provide truthful information during a reference check. 
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In the age of social media, sites such as LinkedIn and other professional networks provide supervisors and co-workers 
the chance to write short references, usually endorsements, for current and former colleagues. This opens up the 
carefully controlled reference process to chaos—and the employer to possible liability. 
 
Employers should make sure their Electronic Communications Policy includes prohibitions on publishing material that is 
potentially damaging to the employer on social networking sites and remind employees of that prohibition. This can also 
be used to discourage supervisors from giving online references to departed colleagues. 
 
Internet Searches on Job Candidates 
 
By the same token, employers should be wary of conducting their own internet searches on job candidates. 
 
In the internet age, employers and recruiters have a tempting array of tools for learning more about potential employees, 
including search engines such as Google or Yahoo, social networking sites such as Facebook, blogs, chat rooms, online 
forums, business connection services such as LinkedIn, and video Websites such as YouTube. Trolling the internet is 
attractive for recruiters because it can turn up a lot of applicant information and allow an employer to take a glimpse at 
many aspects of an employee’s personal life. 
 
Employers should proceed with caution, however.  There are two major risks involved with a social network search: 
 

1) Privacy concerns.  A number of recent news stories have shed light on some organizations requiring candidates 
to give up their social media passwords so an investigation can take place prior to a hire.  Even if consent is 
given, companies should careful what they ask for.  It is likely that employers will find information on not only the 
applicant, but also other people as well.  Taking action based on this information can be very costly. 

2) Potential claims of discrimination.  Perhaps the most concerning aspect of a pre-hire internet search is the 
possibility of a discrimination claim by an applicant who was not hired – presumably because of information 
about their race, age, creed, etc. being determined through an internet search. 

 
For example, a tech company receives a good resume for a network administrator position.  Through the normal 
process, the recruiter would not know many potentially protected aspects about this candidate at this point – for 
example his or her religion, race, or age. 
 
Doing a search, however, might reveal photos of the employee at a mosque or wearing religious dress.  Not 
hiring that applicant or, worse, similar applicants, could lead to a successful charge of discrimination. 
 

In addition, such a search may turn up legal, private behavior by job candidates or even current employees, which may 
nevertheless be distasteful to the employer, such as excessive drinking and partying. If the employee or candidate is not 
engaging in illegal activity, does it really matter? 
 
Work with an Outside Firm to Help Develop the Best Approach for Your Organization 
 
Finally, one of the most important steps you can take is to work with an outside firm to help develop policies and 
procedures that make the most sense for your organization. 
 
One example of such firm is WorkSmart Systems, an Indianapolis-based Professional Employer Organization.  One of 
WorkSmart’s key roles is to help its clients not only become compliant with employment-related legislation, but to apply 
these standards to the organization in a way that is sensitive to the operations of the business. 
 
WorkSmart can be reached by emailing solutions@worksmartpeo.com or by calling 877-977-9757. 
 
 
 
 
 
 


